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Health Insurance Portability and Accountability Act

History

Congress passed in 1996

Mandate to come up with privacy regulations

Rules promulgated by the Department of Health and Human Services

HIPAA is enforced by the Office of Civil Rights

What Kind of Information does HIPAA Cover?

All Individually Identifiable Health Information in All Forms

Electronic

Written

Oral

Any other

How Does HIPAA Effect the Health Care Consumer?

Patient will receive education on privacy rights.

Patient will be given access to medical records.

Patient will give consent before information is released.

Patient will have recourse if privacy protections are violated.

 HHS Fact Sheet

What Kind of Information can patients receive under HIPAA?

Copy of the medical records

Record of everyone who has been given access to their medical records.

Does A Patient Have a Right to Get A Copy of SANE Record from HIPAA Covered Health Care Provider?

The following exception does not apply to SANE records. It was created to protect records created in anticipation of a health care provider or health care organization defending a lawsuit for malpractice.

45 CFR 164.524 

(1) Right of access. Except as otherwise provided in paragraph (a)(2) or (a)(3) of this section, an individual has a right of access to inspect and obtain a copy of protected health information about the individual in a designated record set, for as long as the protected health information is maintained in the designated record set, except for: 

(ii) Information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or proceeding
Who must comply with HIPAA?

Health Plans

Health Care Clearinghouses 

Health Care Providers

Definition of Health Care 

Health care means care, services, or supplies related to the health of an individual. Health care includes, but is not limited to, the following: 

(1) Preventive, diagnostic, therapeutic, rehabilitative, maintenance, or palliative care, and counseling, service, assessment, or procedure with respect to the physical or mental condition, or functional status, of an individual or that affects the structure or function of the body; and 

(2) Sale or dispensing of a drug, device, equipment, or other item in accordance with a prescription. 

When must a health care provider comply with HIPAA ?

When a health care provider transmits specific types of information electronically they become a covered entity under HIPPA.

What Electronic Transactions Will Trigger  HIPAA 

  Transmission of information between two parties to carry out financial or administrative activities related to health care:

  Health care claims

  Health care payment

  First report of injury 

  Referral certification/authorization

When is a SANE Practice Exempt for HIPAA?

No electronic transactions

No Business Associate Agreement  or contractual agreement with a HIPAA covered entity to maintain privacy standards 

What Must A Practice Do to Comply with HIPAA ?

Provide information to patients about their privacy rights

Adopt clear privacy procedures

Provide privacy training to employee

Designate a privacy officer

Secure patient records so that they are not available to people who should not have access

When Can A Health Care Provider Release Information?

Consent (May become optional) – written consent from a patient. Consent may be implied when health care is being provided.

Authorization – Patient must give written authorization to release health information to non-health care entities. 

Federal or state law mandates release of information

Consent to Release Information is Assumed When the Following Occurs 

Treatment – can share health information for purpose of treatment 

Payment – can share information for purpose of billing insurance or other payer

Operating the practice – can share information necessary  in order to schedule appoints and run a health care practice 

Can A Patient Refuse to Sign A Consent?

If the patient refuses to sign a consent, the health care provider can refuse to provide treatment.

Authorization

Authorization must be given by the patient to release information to a party is not that does not provide treatment or billing for a practice.

When Does A SANE Need An Authorization?

Release Medical Records to:

Law enforcement 

Crime lab

Toxicology lab

Prosecutor 

Rape crisis/advocacy

Any disclosure to non-health care provider

Can A Patient Refuse to Give Authorization?

A patient can refuse to authorize the release of health care information and the health care provider cannot refuse to provide treatment without a signed authorization. 

How Long Is An Authorization Effective?

Authorization should be time limited.

Patient can revoke authorization at any time.

Revocation must be made in writing.

Health care provider is not responsible for any release of information prior to the revocation.

Are There Any Law Enforcement Exceptions Under HIPAA ?

Limited identifying information for the purpose of:

Identifying and locating suspect, fugitive, material witness or missing person

Name, address, SSN, date of birth, place of birth, type of injury or description of distinguishing physical characteristics (scars, ,tattoos, ht, wt, gender, race, hair and eye color, facial hair), ABO, RH factor,  date and time of treatment

Law Enforcement Cannot Obtain Without a Subpoena or Court Order:

DNA

Dental records

Tissue samples 

Body fluids (other than blood)

Does Death Do Us Part ?

A deceased person continues to have a right to privacy for as long as the covered entity maintains the information. 

There is a research exception for a deceased individual’s information.

A personal representative must authorize any other release of information.

When Can  Information Be Released to Law Enforcement After the Death of a Patient?

A covered entity may release information if they suspect the death is the result of criminal conduct.

Can a Patient Receive Emergency Care Without Consent?

If the delay required for obtaining patient consent would compromise care, consent can be obtained… “as soon as reasonably practicable after the provision of treatment.”

                                   OCR HIPAA Privacy

                                                        TA 164.506.001

                                                        July 6, 2001

Can EMS Provide Information to Law Enforcement?

If EMS responds to an emergency outside of the health care facility they may release the following information to law enforcement:

Commission and nature crime

Location of crime and/or victims

Identity description and location of perpetrator of crime

How Does HIPAA Effect the Rights of Minors ?

If state or federal law gives a minor the right to consent to care, HIPAA does not preempt these laws.

If a parent consents to a confidential relationship between a child and a health care provider.

When a provider believes a child is at risk  for abuse  or may be endangered by disclosure.

                                                        OCR HIPAA Privacy

                                                        TA 164.506.001

                                                        July 6

Do Practices Need Specific Consents For Students to Have Access to Medical Records?

Heath care operations include the training of students under the supervision of a health care provider, therefore a separate consent is not needed.

                                                       OCR HIPAA Privacy

                                                        TA 164.506.001

                                                       

   July 6

How Does HIPAA Effect Research ?

If information is de-identified  HIPAA is not triggered.

Identifiable information must be either used: 

       With patient consent

       Research approved by IRB or Privacy 

       Board

                                                        OCR HIPAA Privacy

                                                        TA 164.506.001

                                                        July 6, 2001

Does HIPAA Preempt State Privacy Laws?

HIPAA does not preempt a state privacy law that is stricter than the federal regulation.
What is a Business Agreement that is referred to in HIPPA?
A Business Associates ( BA) Agreement is a term used by HIPAA to describe an agreement between an entity covered under HIPAA and another organization who provides a service for the covered entity, to maintain patient privacy. Since Rape Crisis Advocates are not considered to be healthcare providers they are not directing covered by HIPAA. While there are easier ways to get them into a patient's room ( like asking the patient directly for permission) if a hospital is very concerned about a possible HIPAA violation they can draft a BA agreement with the  Advocacy organization.  Here is the link to the HHS website where they give an example of a BA.

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.htm
Resources for Webinar and this fact sheet
HIPPA Information:

http://www.hhs.gov/ocr/privacy/
HIPPA FAQ:

http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/disposalfaqs.pdf
List of Domestic Reporting Laws

http://www.ndaa.org/apri/programs/vawa/dv_reporting_requirements.html
List of Sexual Assault Reporting Laws

http://www.ndaa.org/apri/programs/vawa/state_rape_reportings_requirements.html
State Health Care Privacy Laws

http://hpi.georgetown.edu/privacy/records.html
Victim Rights Law Center’s national manual, “Beyond the Criminal Justice System: Using the Law to Help Restore the Lives of Sexual Assault Victims -- A Practical Guide for Attorneys and Advocates” at: http://www.victimrights.org/html/manualpdf.htm
50 State Survey of Mandatory Reporting Laws at: http://www.wcl.american.edu/nic/documents/FiftyStateSurveyofMandatoryReportingMARCH2009.pdf?rd=1 

Mandatory Reporting Laws on Elder Abuse: http://www.abanet.org/aging/about/elderabuse.shtml
Rape and Sexual Assault Reporting Laws, Rape shield and stalking statutes: AEquitas Resource Center:  http://www.aequitasresource.org/
Mandatory Reporters of Child Abuse and Neglect: Summary of State Laws:  Child Welfare Information Gateway

http://www.childwelfare.gov/systemwide/laws_policies/statutes/manda.cfm
See “State Policies in Brief” at http://www.guttmacher.org/sections/adolescents.php
Center for Adolescent Health and the Law: http://www.cahl.org/
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